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Purpose: This study aims to identify and analyze the main challenges associated with implementing
Industry 4.0 technologies in small and medium-sized enterprises (SMEs). The focus is on the role of
these technologies in achieving sustainable and ethical operations, concentrating on circular economy
and environmental impact reduction. This research provides a comprehensive framework to identify
obstacles and propose solutions for improving productivity and sustainability.

Design/methodology/approach: The study employed the fuzzy DEMATEL method to analyze
cause-and-effect relationships among the challenges. A questionnaire was used for data collection
validated by experts, with a Cronbach's alpha reliability coefficient of 0.875. The sample consisted of
345 industrial experts working in industrial parks in East Azerbaijan Province, Iran. 15 key challenges
were identified, and their interactive relationships were analyzed. Sensitivity analysis was also
conducted to evaluate the accuracy and robustness of the results under varying weights assigned to
experts.

Findings: 15 key challenges associated with implementing Industry 4.0 technologies in SMEs were
identified. The most critical challenges were: lack of awareness about the benefits and requirements
of Industry 4.0, absence of IT infrastructure (hardware and software), shortage of skilled workforce,
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low awareness of policies related to Industry 4.0, and insufficient managerial support for related
projects. The analysis revealed that influential challenges (causes), such as lack of awareness, absence
of IT infrastructure, and workforce shortages, directly impact dependent challenges (effects), such as
lack of supply chain coordination, fear of unemployment, or customer resistance to technology
adoption. It was also found that a "lack of awareness about Industry 4.0" had the highest influence and
was identified as the most critical challenge.

Research limitations/implications: This study is limited to SMEs within a specific geographical
region, which may affect the generalizability of the findings to other regions/industries. Also, the
research focuses on Industry 4.0 technologies within the context of sustainable operations, which may
require further exploration in other industrial domains. Researchers are encouraged to examine these
challenges across broader geographical areas or different industries as a subject of future study.

Practical Implications: The findings highlighted several required actions to overcome the identified
challenges. They include workforce training, which is about designing specialized training programs
to enhance employee skills in advanced technologies; development of IT infrastructure, which is
about investing in hardware and software infrastructure aligned with Industry 4.0 requirements;
raising managerial awareness, which is about increasing managers' understanding of the benefits and
opportunities offered by Industry 4.0 technologies for SMEs; and financial and government support,
which is about allocating appropriate financial resources, offering low-interest loans, and formulating
policies that encourage SMEs to adopt these technologies. Such measures can facilitate the adoption
of Industry 4.0 technologies in SMEs and improve their productivity.

Social Implications: The study emphasizes that raising public awareness about the benefits of
Industry 4.0 can lead to positive changes in societal attitudes toward environmental sustainability,
corporate social responsibility, waste reduction, and resource efficiency improvement. Also, adopting
these technologies can contribute to developing a circular economy and have a positive societal
impact.

Originality/Value: This research provides a comprehensive framework for analyzing interactive
challenges related to Industry 4.0 technologies in SMEs - a novel approach compared to previous
studies primarily focused on large enterprises. By addressing the specific issues faced by resource-
constrained SMEs, this study offers actionable insights for policymakers, industry managers, and
researchers to design effective strategies for overcoming obstacles and paving the way for ethical and
sustainable operations.

Keywords: Industry 4.0, SMEs, Multi-Critical Decision-Making, Ethical and sustainable trade,
Circular economy
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Table 9- Change in expert weights in sensitivity analysis
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Table 10- Results of fuzzy DEMET sensitivity analysis
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